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Consumer education /s the process of gaining
the knowledge and skills needed to manage
consumer resources and taking appropriate
action to influence the factors that affect
consumer decisions.

Know the Facts

Internet shopping can be convenient, economi-
cal, safe, and perhaps fun. Shopping on the
Internet offers many purchasing opportunities
that are as varied as there are products to be
sold. Nevertheless, just as in any other shop-
ping venue where there are unscrupulous
dealings, the Internet has crooks just waiting to
take your money.

The National Consumers League (NCL) reported
that the average victim loss in 2007 remained
steady for Internet fraud. The average loss per
person for Internet scams was $1,507.62,
which was nearly consistent with 2006's aver-
age of $1,512. Additionally, in 2005, NCL
indicated that the number of crooks from
outside the United States targeting American
consumers had also climbed. Within Internet
fraud, 35 percent of the reports came from
foreign countries, up from 30 percent in 2004.
One quarter of fraudulent telemarketers were
off shore, while among the 26 percent of re-
ported Internet scams, the victims had no idea
where the crooks were located.

"Paying with a credit card is the safest way to
shop online. Federal law protects credit card
users if they do not get what the seller prom-
ised them or if unauthorized charges are made
on their accounts," said Susan Grant, director
of NCL's Internet Fraud Watch (IFW). Fraud
victims are more likely to have paid with a
check or money order.

The NCL offers the following information to help
consumers avoid Internet fraud.
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Fraud and the Internet:
Online Shopping

An Advantage to Shopping Online

The Internet offers numerous opportunities to
shop online even outside our local communities.
Nevertheless online shopping has the advan-
tage of giving us a nearly hassle free way of
doing comparison shopping among several
vendors. Internet shopping can provide an
adventurous shopping experience. You can shop
online, find bargains, and save money while
browsing stores in places you will never travel
to or visit physically. Notwithstanding, the
convenience of being able to shop anytime you
want, 24 hours a day, seven days a week.
Internet shopping also offers the availability of
locating hard-to-find gifts, books, and other
novelty items you will not be able to buy in
your local community without ever having to
leave the comfort of your home or location.

Risks Associated with Online Shopping
However, Internet shopping brings certain
security risks. Personal information provided
over the Internet can be retrieved by crooks if
the vendor's website is not a secure site.
Practice precaution when shopping from one
site to another. Do not be tempted to click on
other pop-up windows that are not a part of a
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secure vendor's site. Remember to protect
your personal and financial information from
such things as scams and other unscrupulous
financial tricks.

Financial Fraud

A concern for the security and protection of
your personal and financial information is very
important. Scams and other unscrupulous
financial tricks can result from entering credit
or debit card information, or any other method
of payment that is required for online shopping
that uses personal information. Crooks and
people who are dishonest can intercept and
steal your personal information and force you
to encounter other financial issues or problems
associated with identity theft. Personal informa-
tion that is stored in computer databases could
be stolen by dishonest employees or people
who hack into a computer to violate the finan-
cial privacies of others. They can use this
information in a negative way to cause financial
ruin to online shoppers.

Dishonest Vendors

While the Internet has many legitimate vendors
doing business online, there are also people
online that are dishonest. These so-called
businesses are online to scam the consumer. It
is very easy for a dishonest and fraudulent
business to appear reputable simply by design-
ing an attractive website. Usually these types of
businesses misrepresent their goods or mer-
chandise. They take your payments and never
send the goods or merchandise you paid for,
thus leaving you with an unresolved problem.
They even go further with their misrepresenta-
tions by sending e-mails to solicit donations as
if they are genuine charity agencies or organi-
zations. Using e-mail to pull off such fraudulent
tactics is cost effective and very easy to do.

Invasions of Privacy

Often websites ask for personal information
before you are allowed to enter their website.
This type of action should be looked upon with
some skepticism. Other times you may be
asked to provide personal information you
believe is necessary to complete a shopping
transaction, or for some other reason that
seems legitimate, but could prove to be harmful
to you. Your personal information could be
gathered and given to thieves for the purpose
of causing you financial harm and irreparable
damage to your financial well-being.
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Consumer Protection

Financial Privacy Rule

The Federal Trade Commission (FTC) has pub-
lished a rule as required by section 504(a) of
the Gramm-Leach-Bliley (GLB) Act. The GLB
Act, enacted on November 12, 1999, places
certain restrictions on financial institutions when
disclosing non-public consumer information to
third parties. The Act directed the FTC and other
federal agencies to develop rules to enforce the
requirements set forth in the legislation.

According to the FTC, the GLB Act requires
companies to give consumers privacy notices
that explain the institutions' information-shar-
ing practices. In turn, consumers have the right
to limit some, but not all, sharing of their
information. In other words, if companies want
to sell a consumer's personal information to
non-affiliated businesses, they must give the
consumer a chance to say no to this practice.
This is referred to as "opting out."

Currently, a financial institution is required
under the GLB Act to provide consumers with a
privacy policy at the time of establishing a
customer relationship. The Act defines a cus-
tomer relationship as a continuing relationship
between a consumer and a financial institution
whereby the institution provides a financial
product or service to a consumer that is to be
used primarily for personal, family or household
purposes. The Act also describes the conditions
under which a financial institution may disclose
non-public personal information about a con-
sumer; whether or not it has established a
customer relationship with that consumer to a
non-affiliated third party. Under the GLB Act,
such information cannot be shown without
providing the consumer with the institution's
privacy policy and the opportunity to opt out of
the information sharing. This policy is subject to
certain exceptions. Despite the broad notion of
financial institutions dictated by the Act, the
notice states that many entities that come
within the broad definition of financial institu-
tions will unlikely be subject to the disclosure
requirements of the Act because not all finan-
cial institutions have consumers or establish
customer relationships. For example, manage-
ment consulting is a financial activity, but it is
unlikely that any individual obtains manage-
ment consulting services for personal, family or
household purposes.



Similarly, not every product or service that a
financial institution provides to an individual is
a financial product or service that establishes
the individual's status as a consumer entitled
to the required notice and opt out agreement.
A product or service that does not result from a
financial activity is not within the scope of the
Act. Therefore, "a department store that issues
its own credit card directly to consumers
provides a financial service (credit) to consum-
ers who use the card, but when it sells mer-
chandise, it provides a non-financial product or
service," said Grant.

Reducing Internet Risk

Internet Security

Check to be sure you are using a secured
browser. This can be determined from the
letters https:// that appear first in the URL or
address in the browser.

Internet Privacy

Do the following when using Internet informa-
tion relating to you that can be collected by
companies and others.

e Keep your personal information private.

e Shop with businesses and people you know
and trust.

e Do not share your password.

e Use a credit card or charge card to pay for
your purchases and your transaction will be
protected by the Fair Credit Billing Act.

e Keep a record of your transaction for your
protection.

e If you pay bills online, do not give out any
personal information unless you know the
business or company collecting the
information.

e Check to see if the company has an online
privacy policy. This policy should tell you
what kind of information is being collected
on the website and how such information
will be used. If no privacy policy exist e-
mail or write and ask the company about
the privacy policy and also ask them to post
the policy on their web site.

Internet Fraud and Internet Investment

e Watch out for bogus online investment
newsletters they could be a tool used
fraudulently against you.

e Watch out for bogus electronic bulletin
boards.

e Be on the look out for e-mail spam. Spam is
junk e-mail. Crooks use it to find investors
who may be lured into bogus investment
schemes or to spread false information
about a company.

Phishing

Phishing is a fraud that happens through the use
of e-mail. It closely resembles an authentic and
legitimate looking message sent for the purpose
of getting your personal and financial informa-
tion. The intent of this message is to commit
identity theft and make bogus purchases in your
name. Most often such e-mail resembles legiti-
mate banks, businesses, or government agen-
cies. The e-mail asks you to confirm personal
information as well as account number and
password. There are also links to bogus
websites. You are asked to click these sites and
to provide requested information. Know that
legitimate companies do not ask for personal
and financial information via e-mail. Sherry
(2008) suggests that you forward phishing
e-mails and other suspicious e-mails to the
Federal Trade Commission at spam@uce.gov and

to the company that is being impersonated.
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IMPORTANT CONTACT INFORMATION

The IRS opened the Identity Protection Specialized Unit on October 1, 2008, to help tax-
payers deal with the burdens caused by identity theft. Victims are advised to call 1-800-
908-4490 between the hours of 8:00 a.m. and 8:00 p.m. local time.

National Fraud Information Center (NFIC) .....ccviiiiiiiiiiiiiiiiii e 1-800-876-7060
Although they specialize in telemarketing and Internet fraud,
NFIC also makes referrals for other types of fraud.
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