Adobe® Acrobat®

Online Comments

Revised: March 1, 2001



© 2001 Adobe Systems Incorporated. All rights reserved.
Adobe® Acrobat® Online Comments

The information in this document is furnished for informational use only, is subject to change without
notice, and should not be construed as a commitment by Adobe Systems Incorporated. Adobe Systems
Incorporated assumes no responsibility or liability for any errors or inaccuracies that may appear in
this document. The software described in this document is furnished under license and may only be
used or copied in accordance with the terms of such license.

Adobe, the Adobe logo, Acrobat, Acrobat Capture, Acrobat Exchange, and Distiller are trademarks of
Adobe Systems Incorporated. Microsoft and Windows are registered trademarks of Microsoft in the
U.S. and other countries. Netscape and Netscape Communicator are trademarks of Netscape Commu-
nications Corporation. All other products or name brands are trademarks of their respective holders.

Online Comments 2



Online Comments

1.0 Introduction

Adobe Acrobat’s Online Comments feature allows multiple users to post comments on a single
document. Users in an online commenting session can share their comments and view others
comments in real-time, or users can comment on a document at their own convenience and upload
their comments at a later time with the offline option. Remote users can comment on any PDF file.

Users do not alter the original document while commenting. Comments are saved in a repository
outside of the document—maintaining the author’s control in revising the original document. To
provide greater flexibility, a repository may be a database, a network folder, or afolder on the Web.

There are four repository types for Online Commenting:
* Network Folder
* Web Discussions
» Database
« WebDAV

This document provides a technical overview of the different repository types.

2.0 Configuring Your Online Comments Pr efer ences

Each user must set the Online Comments Preferences before the collaboration session can begin.
Users can manually set the Online Comments Preferences through Edit > Preferences > General >
Online Comments. The server preferences will remain in effect until changed.

Alternatively, a Network Administrator can create an FDF file for each repository type that will
automatically set the server preferences for the user. Thisis useful for people who frequently
comment on multiple documents. For ease of use, the administrator can place the FDF at areadily
accessible location, such as a frequently used website. The user clicks on this FDF and is taken to
another page which says that they have successfully set their online comments server settings. FDF
refers to Acrobat’s Forms Data Format, which Acrobat uses to receive information from a server and
fill in form fields as well as communicate with an Acrobat JavaScript engine. The second part of this
functionality is what Online Comments uses to set the Online Comments server preferences. Sample
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FDF files are given in the section for each repository type. Adobe strongly recommends that a
Network Administrator create an FDF file to minimize errors.

Acrobat JavaScript methods can also be used to set the Online Comments Server type as well as the
Online Comments Server settings (if applicable). Thisinformation is put in the FDF file. When
Acrobat opens the file, the client's Online Comments settings will be applied. For more information
on this topic, please see the Acrobat Solutions Network documentation, which is available at
http://partners.adobe.com/asn.

Characteristics of each server type are described in the section by that name. There are, however,
several elements of Online Comments that are consistent across server types.

21 ldentity

Since several users may be commenting on one document, user names are important to identify the
person making a comment. To ensure that comments are attributed to the correct individuals, Acro-
bat automatically populates the User Name that appears as the Author Name in the comment prop-
erties dialog as well as in the title bar of the note pop-up. On Microsoft Windows systems, Acrobat
uses the Windows login name. On Apple Macintosh systems, Acrobat uses either the login name or
file sharing name, depending on which exists. User names are generally case sensitive, such that
JPUBLIC is adifferent user than jpublic. See Configuring the WebDAV Repository for the only
exception to thisrule.

Note: If the user has by-passed the Windows login screen, the default user name is “GUEST.”
This may cause confusion when the user uploads their comments. See the Security section
for more information.

In the Network Folder and WebDAV repository types, when the login name contains something
other than letters or numbers, Acrobat will encode the user name to translate the character to the
hexadecimal representation of that character. For example: Comments for a user with the login
name of John Publ i ¢ would be stored on the server in afile called John_0020Publ i c. f df because
the space in the name is translated as a hexadecimal 0x0020. On Macintosh OS 9.0 and 9.1, thereis
alimit of 31 characters for afile name. So it isimportant to note that users with many spaces, or
non-alphanumeric charactersin their user name may exceed the maximum allowable characters for
afile name in these systems.

Acrobat does not use acheckout or locking mechanism for comment files. Therefore enterprises
should not allow multiple users to share the same user name; otherwise users will 1ose the com-
ments entered by other people.
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2.2 Security

Acrobat controls access by allowing comments to be uploaded only as your login name and only if
the login name has permission to create files on that server. In the case of adefault login name, as
mentioned in the Identity section, the comments would be uploaded as GUEST. f df . If there were
more than one person logged in as “GUEST” the comments of each user would be saved to the same
file.

Acrobat does not verify that the user has write privileges to either the root or hash directories. If
the user does not have write privileges, or the directory does not exist, then Acrobat will display an
error message stating that the comments could not be saved and uploaded.

2.3 Data Structure

When the user opens a PDF in the browser, Acrobat reads the URL from the network layer, and then
uses Domain Name Servers (DNS) to translate the name to an |P address. The DNS conversion
guarantees that the comments will be stored in the correct repository regardless of whether or not
the users use the same URL to access the collaboration document. Acrobat then takes the converted
URL and makes an MD5 hash. For example: htt p: / / www. adobe. con/ docs/ f oo. pdf would be
converted to http://152.30.132. 12/ docs/ foo. pdf, which would hash into

UAt QJEr FgHsL2xbLvPPJgC. More information on MD5 hash can be found in RFC 1321 or in many
places on the web, such as http://www.ietf.org/rfc/rfc1321.txt.

Note:  Thereisno way to reverse the MD5 hash to obtain the URL.

Do not change the location of the collaboration document until the period of collaboration is over.
The folder names are based on the URL of the original document. If the location of the collabora-
tion document is changed and more comments are added, the new comments will not be saved in
the same location as the initial comments.

When working with multiple versions of a document, name each version differently; otherwise the
comments will not align properly. In the example above, the MD5 hash for

http://152.30.132. 12/ docs/ foo. pdf ISUAt OJEr FgHsL2xbLvPPJgC, while the MD5 hash for
http://152.30.132.12/docs/ foo2. pdf 1S1IN2AWIKLt 6Bxpzj Hp4 W/ B. If one was to revise

foo. pdf and place the updated document in the same location without changing the file name to
reflect the version, the comments saved under that hash would not correlate to the new document.
Highlighting may exist where there are no longer any words, or there may be line drawings correct-
ing a diagram that is now on another page.

2.4 Online Commenting

Once you have set your Online Comments Server Preference, the process of commenting on docu-
ments is the same. To begin commenting on the collaboration document, simply open your web
browser and navigate to the URL where the document islocated. The complete set of Acrobat 5.0
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comments tools is available on the toolbar. The following are Online Commenting specific actions
on the toolbar:

* Show Comments/Hide Comments: Clicking this button will hide all annotations on the docu-
ment, including annotations that reside in the original collaborations document.
I mportant: Acrobat only uploads visible comments to the server. Therefore, if the user isin
"Hide Comments" mode when they click "Upload Comments,” the result will be that all of their
comments will be cleared, or removed, from the server.

* Download Comments: Clicking this button will insert any new comments made by others dur-
ing your collaboration session.

» Upload Comments: Clicking this button will save your comments to the designated repository,
and make them available for other members of your collaboration session to download.

* Upload and Download Comments: Clicking this button combines the actions of the two previ-
ously described buttons.

Once you have finished commenting, click on either the Upload Comments or Upload and Down-
load Comments button to save your comments. The following message indicates that Comments
have been uploaded successfully:

Your comments will be automatically uploaded to the repository if you close either the browser
window or Acrobat, or navigate to a different web page.

25 TheNetwork Folder Repository

This repository type does not require aweb server, a database, or any CGI code; therefore it isthe
easiest to set up. In this type, online comments are saved to a network drive or alocal hard drive,
instead of aweb server or a database. The collaboration document is placed somewhere on the web.
When users open and comment on the document, Acrobat creates an MD5 hash of the document
URL, and each person’s comments are saved in the hashed sub-folder as an individual FDF file.

2.5.1 Prerequisites

The following are server requirements for setting up the Network Folder repository:

* A network folder must be chosen to store the comments. This folder must be accessible and
allow write access to all the individuals commenting on the document.

The following are Network Folder repository requirements for the client:

» All users must have Apple Macintosh OS 9.0, 9.0.4, or 9.1 or Microsoft Windows 95 OSR
2.0, Windows 98, Windows NT 4.0, Windows Millennium Edition, or Windows 2000.

* The document must be placed in alocation accessible to all commenting users.
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* Optional: A local drive may also be used to store the comments, although in this case, com-
ments may only be made and viewed by one person unless the access to that disk is shared
with the network.

2.5.2 Manually Setting the Network Folder Preference

Let’s use the following scenario as an example, John Public and Jane Doe will be commenting

on adocument called ht t p: / / www. adobe. conl docs/ f oo. pdf,

and the online comments will

be held in afolder called F: \ Adobe\ col | ab\ annot s\ . To select the server:

1. Start Acrobat, and select Edit > Preferences > General > Online Comments

2. Change the Sever Type to Network Folder, then use the Choose button to browse to the net-

work folder where the comments are to be held.

Preferences E|

Accessibility
Batch Processing
Color Managemenk
Comments

Digital Signahures
Display

Extract Images
Farms

Full Screen
Tdenkity
JavaScript
Layout &rid

I Oriline Comrments
Options

Search

Self-Sign Security
Speding

TawchLp

Updake

W'ebh Buy

[

=

- Online Comments Preferences
Server Type:

Ir'-.letwark Frdder j

Server Sethings:

oK

Cancel |

When John Public and Jane Doe create comments and upload them to the server, Acrobat cre-

ates a hash folder and saves their comments as:

F:\ Adobe\ col | ab\ annot s\ 48dsn30f hbf W j publ i c. fdf and
F: \ Adobe\ col | ab\ annot s\ 48dsn30f hbf w\ j doe. f df

Note:

This example uses drive letters, however Acrobat supports UNC paths as well, for

example the path could also be \ \ di skfarm col | ab\ annot s\ 48dsn30f hbf w.
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Automatically Setting the Network Folder Preference

The store type for Network Folder is FSFDF. An FDF can be created to set the online comment
server settings. The following script sets the repository to\\ fi | eserver\shared\ col | ab. Note
that in the Col | ab. set St or e, the second argument is a device independent path representation
of the UNC path listed above. Please refer to the File Specification Strings section of the PDF
Reference Manual for more information on device independent paths.

Sample script!:

%DF-1.2
vaal O
1 0 obj
<<
| FDF
<<

/' F (http://nefandous/ pdfs/settingsupdat ed. pdf)

/ JavaScri pt
<<
[ After 2 0 R
>>
>>
>>
endobj
2 0 obj
<<
>>
stream
Col | ab. defaul t Store = "FSFDF";

Col | ab. set St oreSet ti ngs(" FSFDF",

endstream
endobj
trailer
<<

/Root 1 0 R
>>

WEOF

"/fileserver/shared/ Collab/");

In this sample script, http: //nef andous/ pdf s/ settingsupdated. pdf isthe PDF that opens
in the browser after the collaboration settings have been set in Acrobat. This PDF file name and
the store settings are the two things that should be modified in this FDF to suit your particular

needs.

L please note the this scri pt was formatted to fit on the page, and cannot be used “ out of the box.” There should be no hard returns within

astring.
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2.6 TheMicrosoft Web Discussions Repository

Microsoft Web Discussions repository type allows users to share comments on a document in a way
similar to a threaded discussion. Users can create topics and reply to others.

This repository type is not available for Apple Macintosh users.
2.6.1 Prerequisites

The following are server requirements to configure the Web Discussions repository:

* Microsoft Office Server Extensions must be installed onthe server. These are available with
several Microsoft server products, including Microsoft Office 2000.

» Either the Microsoft Management Console (MMC) or the Personal Web Manager (PWM)
must be installed on the server.

The following are Web Discussions repository requirements for the client:

e Users must have Microsoft Office 2000 and Microsoft Windows 95 OSR 2.0, Windows 98,
Windows NT 4.0, Windows Millennium Edition, or Windows 2000.

* All commenting users must have access to the server to be used as the discussions server.
2.6.2 Manually Setting the Discussion Server Preference

Let’s continue with our scenario with John Public and Jane Doe. They will be commenting on a
document called ht t p: / / www. adobe. con/ docs/ foo. pdf, the online comments will be held on
the discussion server and are associated with the URL htt p: // www. adobe. con’ docs/ f oo. pdf .

1. Start Acrobat, and select Edit > Preferences > General > Online Comments.

2. Change the Sever Type to Web Discussions.
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Accessibilty :j — Opline Comments Preferences

Batch Processing Server Type:
Color Management —
Camments \ieh Discussions
Digkal Signatures
Extract Images |
Forms

Full Soreen Chwoosa..
Identity

JavaScript Fequires Discussion server options to be sek in Internet Explorer.
Layaut Grid

|| Crlire Commerits
Qptions

Search

Self-Sign Security
Speling

Towchlp

Update

Web Buy

Ok I Cancel

3. Use Microsoft |E to select, or change, the Web Discussions Server.

2} Discussion Options

Select a discussion server:

Frenzy (htbp:fifren=yl) (Current)
add... | Edit... | Remove I
Discussion Fields to displat:
W Display name W User name W subject
T3 Text 3 Time
[5]4 | Cancel

2.6.3 Data Storage

The comments data is stored on a string that describes the comment. Each single comment isa
discussion item and that discussion item is composed of a string, which is JavaScript descrip-
tion of the comment. Acrobat uses a COM object to interface with the Web Discussions server.
The parameters are the URL and the action, so for htt p:// adobe. sanpl e. con' f oo. pdf , if the
action is Get comment , Acrobat will continueto call Get conment until the COM object says
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there are no more. The COM object sees the comments as a series of discussion threads.

Due to restrictions inherent in this repository type, comments containing binary attachments,
such as sound or file attachments, are limited. If the discussion item contains binary data, Acro-
bat converts the binary stream into a hex stream, then splitsit into smaller pieces, if necessary,
to comply with the 64K byte maximum size of a discussion item. Web Discussions does not
guarantee the order in which the messages are returned, so if the stream is separated into more
than one discussion item, Acrobat posts the first part of the comment as a top-level discussion
thread, and then the second part as areply to this thread, and the third part as a reply to the
reply, and so on. Thisis to ensure that the order of the stream will remain intact.

Users who wish to use the feature from the browser and use the discussion threads as they were
intended, may not wish to see all of the Acrobat Comments associated with this page. For this
reason, Acrobat stores comments slightly “off to the side.” Acrobat adds a non-existent new
folder, / ACDat a, onto the URL when it gives the COM object the URL so thereisno conflict. In
order for the user to see the messages that Acrobat stores on the Web Discussions server, the
user would have to surf to ht t p: / / www. adobe. con/ docs/ f oo. pdf / ACDat a. This folder does
not actually exist, however Internet Explorer’s discussion window will now show all of com-
ments that Acrobat has stored on the Web Discussion server for the URL

http://ww. adobe. com docs/ f oo. pdf/ ACDat a.
2.6.4  Automatically Setting the Web Discussions Preference

The store type for Web Discussions is WD. An FDF can be created to set the online comment
server settings.

Sample script?:

%U-DF- 1.2
vaal O
1 0 obj
<<
/ FDF
<<
/' F (http://nefandous/ pdfs/settingsupdat ed. pdf)
/ JavaScri pt
<<
[After 2 0 R
>>
>>
>>
endobj
2 0 obj

2-Please note the this scri pt was formatted to fit on the page, and cannot be used “ out of the box.” There should be no hard returns within
astring.
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<<
>>

stream
i f(app.platform=="WN")
Col | ab. defaultStore = "WD";
el se
app. al ert("The Wb Di scussi ons annot store in only available on
W ndows! ") ;
endstream
endobj
trailer
<<
/Root 1 0 R
>>
9REOF

In this sample script, http://nefandous/ pdfs/settingsupdated. pdf isthe PDF that opens

in the browser after the collaboration settings have been set in Acrobat. This PDF file name and
the store settings are the two things that should be modified in this FDF to suit your particular
needs.

2.7 The Database Repository

This repository type allows usersto speak directly to a SQL server database, making it a true enter-
prise solution for online commenting. This repository type uses a new technology called Acrobat
DataBase Connectivity (ADBC), which allows Acrobat JavaScript access to a SQL database using
architecture similar to Object DataBase Connectivity (ODBC). For more information on ADBC, see
the Acrobat Forms JavaScript Object Specification at http://partners.adobe.com/asn/devel-
oper/technotes/acrobatpdf.html, and for more information on ODBC, see Microsoft’s technical doc-
umentation at http://www.microsoft.com/data/odbc/default.htm.

The Database repository type is not currently available for Macintosh users.
2.7.1  Supported Databases

Online Comments is currently supporting Microsoft SQL Server, Oracle 7, and Oracle 8i.
2.7.2 Prerequisites

The following are Database repository requirements for the client:

e Users must have Microsoft Office 2000 and Microsoft Windows 95 OSR 2.0, Windows 98,
Windows NT 4.0, Windows Millennium Edition, or Windows 2000.

» If using a Microsoft SQL server, a SQL driver must be present on the client machine. This
can be added through the installation of Office 2000 or MS SQL client software. If using an
Oracle database, the Oracle client software must be installed on the client, and
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TNSNANES. ORA file must be in “ORACLE HOVE\ net wor k\ admi n.
2.7.3 Manually Setting the Database Repository Preference

The individual Information Systems department should configure and name the database to best
suit their particular needs. See the Data Storage section for information on how Acrobat stores
comments.

If users are to manually set the Server Preferences, the scenario is similar to the other prefer-
ences. John Public and Jane Doe will be commenting on a document called

http://www. adobe. com’ docs/ foo. pdf, andin this example, the online comments will be
held in a database called Col | abDB.

To select the server:
1. Start Acrobat, and select Edit > Preferences > General > Online Comments

2. Change the Sever Type to Database, and type in the string that points to the database where
the comments will be held.

Accessibiity __,J  Online Comments Preferences

Batch Processing Server Type:
Color Management
Comments Database ot

Dagital Signatures

Exctract Images IDRWEF(:{SQL Server}; SERVER=acrobatqe;UID=Ccllabl ;PWD=Colabl ;DATABASE =CollabDE
Foames

Full Screen Choots
Tdentity
JavaScript
Layout Grd

| Ordire Commants
Optiong

Search

Self-Sign Security
Speling

TeuchUn

Update

Wb Buy

o | cawel |

When John Public and Jane Doe create comments and upload them to the server, Adobe creates
atable in the database named the MD5 hash of the URL and saves each comment asarow in
that table.
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2.7.4  Automatically Setting the Database Preference

The store type for Database is DB. An FDF can be created to set the online comment server set-
tings. The following script sets the default string.

Sample Script®:

%U-DF- 1.2
vaal O
1 0 obj
<<
/ FDF
<<
/' F (http://nefandous/ pdfs/settingsupdat ed. pdf)
/ JavaScri pt
<<
[After 2 0 R
>>
>>
>>
endobj
2 0 obj
<<
>>
stream
if (app.platform=="WN")

{Col | ab. defaul t Store = "DB"; Coll ab. set StoreSettings("DB",
"DRI VER={ SQL Server}; SERVER=qui ; Ul D=sa; P\D=; DATABASE=acr ocol | ab"); }

el se
app. al ert (" The ADBC annot store is only avail able on Wndows!");

endstream
endobj
trailer
<<

/Root 1 0 R
>>
9REOF

In thissample script, htt p: // nef andous/ pdf s/ settingsupdat ed. pdf isthe PDF that opensin
the browser after the collaboration settings have been set in Acrobat. This PDF file name and
the store settings are the two things that should be modified in this FDF to suit your particular
needs.

3 Please note the this scri pt was formatted to fit on the page, and cannot be used “ out of the box.” There should be no hard returns within
astring.
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2.7.5 Data Storage

Acrobat creates atable for each collaboration document. The name of that tableisthe MD5 hash
of the document’s URL. This table contains five columns of information:

* AUTHOR — The identity of the commentor.

* PAGE - The page number the comment is on.

* NAME - An Acrobat generated name.

» CONTENTS — A JavaScript description of the comment.

» DATA —Thisisused for binary data.

Each comment is stored as one row in the table, as a JavaScript representation of the comment.

Sound and file attachments are stored as binary blobs, and are not to exceed 2 Gigabytes per
comment.

28 TheWebDAV Repository

Thisisthe only repository type that allows users on Microsoft Windows 2000 to use a Microsoft
FrontPage Extended server, or an FTP server as an Online Comments Server. However, it isimpor-
tant to note that with Microsoft Windows 2000, Acrobat uses a Microsoft COM object to access the
WebDAV server. This COM object is not case-sensitive and has difficulty distinguishing between
the user names JPUBLIC and jpublic.

2.8.1  Supported Versions

Online Comments is currently supporting WebDAV RFC2518, along with Apache 1.3.14, and
1S 5.0

2.8.2 Prerequisites
The following are server requirements to configure the WebDAV repository:
* Apachel.3.14 with mod_dav 1.0, or Microsoft 1S 5.0.

* IS department involvement is needed to ensure the collaboration environment is set up cor-
rectly.

* A siteto store the commentsis required. This location must be accessible to all the individ-
uals commenting on the document.

* The document must be placed in alocation accessible to all commenting users.
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The following are WebDAV repository requirements for the client:

» Users must have Apple Macintosh OS 9.0, 9.0.4, or 9.1 or Windows 95 OSR 2.0, Windows
98, Windows NT 4.0, Windows Millennium Edition, or Windows 2000.

* To use a FrontPage extended repository or an ftp repository, users must be running on
Microsoft Windows 2000.

* To use an Apache 1.3.14 server with mod_dav or Microsoft I1S 5.0 server, the client may be
any of the above listed supported platforms.

2.8.3 Manually Setting the WebDAV Preference

To configure the WebDAV repository, you must first determine the root directory for the com-
ments, and then add DAV access. An example of how to add DAV access to an Apache server
with mod_dav installed, would be to add the following code to the httpd.conf:

<Location /Col |l ab>
Dav On
</ Locati on>

See http://www.webdav.org for more information on setting up your web server to support Web-
DAV.

On the client side, let’s use the same example with John Public and Jane Doe. They will be com-
menting on a document called ht t p: / / www. adobe. con’ docs/ foo. pdf, the online comments
will beheldinhttp://betal. adobe. conB868/ Col | ab. To select the server:

1. Start Acrobat, and select Edit > Preferences > General > Online Comments

2. Change the Sever Type to WebDAV, then type in the location where the comments are to be
held.
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Preferences E3|

Accessibility
Batch Processing
Color Management
Carmments

Digital Signatures
Display

Extrack Imanes
Farms

Full Screen
Identity
JavaScoripk
Layaut Grid

Online Camments

Options

Search

Self-Sign Security
Speling

Touchlp

Update

Wb Buy

:_I — Onfine Comments Preferences
Server Type:

|\webDav

Seryvear Settings:

=

ihttp:,l',l'l:uetal .adobe, com:8586fCollab]

Chaose

=]

Cancel

When John Public and Jane Doe create comments and upload them to the server, Adobe creates
a hash folder and saves their comments as:

http://betal. adobe. comB68/ Col | ab/ UAt QJEr FgHsL2xbLvPPJgC/ j publi c. f df

and

http://betal. adobe. comB68/ Col | ab/ UAt OQJEr FgHsL2xbLvPPJgC/ j doe. f df

2.8.4

Automatically Setting the WebDAV Preference

The server must be set up to allow WebDAV access. See Section 2.8.3, Manually Setting the
WebDAV Preference, for more information.

The store type for WebDAV is DAVFDF. An FDF can be created to set the online comment
server settings. The following script sets the default store to ads, port 8383 with / Col | ab/ as

the root.

Sample Script*:

%DF-1. 2
vaal O

1 0 obj
<<

| FDF

<<

“Please note the this scri pt was formatted to fit on the page, and cannot be used “ out of the box.” There should be no hard returns within

astring.
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/F (http://nefandous/ pdfs/settingsupdated. pdf)
/ JavaScri pt
<<

/After 2 0 R
>>

>>
>>
endobj
2 0 obj
<<
>>
st ream

Col | ab. defaul t St ore = " DAVFDF";

Col | ab. set StoreSetti ngs("DAVFDF", "http://ads: 8383/ Col | ab/");
endstream
endobj
trailer
<<

/Root 1 0 R
>>

YAECF

In this sample script, http: //nefandous/ pdf s/ settingsupdated. pdf isthe PDF that opens

in the browser after the collaboration settings have been set in Acrobat. This PDF file name and
the store settings are the two things that should be modified in this FDF to suit your particular
needs.

2.8.5 Data Storage

Acrobat allows the underlying mechanism dealing with HTTP connectivity to determineif the
server exists. If the DAV server is down or does not exist, the comments cannot be uploaded.
Once the users have made the comments and attempt to upload them, Acrobat contacts the DAV
server and receives a directory listing of the repository root using the command PROFI ND. If the
hashed name doesn’t exist, Acrobat will attempt to create one using the command MKcoL. If the
command fails, Acrobat will return an error message stating that the online comments server is
unavailable and the comments have not been saved.

If the hashed directory already exists or the vkcoL command was successful, then Acrobat will
export the comments that belong only to the current user to an FDF file. For example if the cur-
rent user islogged in as JPublic, then Adobe would export only comments that are authored by
JPublic to an FDF file named JPublic.fdf. This FDF file is then uploaded to the server using the
PUT command. If the upload is successful, the Upload Comments button will be disabled. This
set of commands only uploads the current users comments to the server. The user must press the
Upload and Download Comments button, or the Download Comments button to view com-
ments uploaded by other users. Acrobat does not retrieve from the current user’s set of com-
ments from the server. It is assumed that the environment the user isworking in does not have
the same user at two different machines simultaneoudy.
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2.9 UsingJavaScript to Set theOnline Comments Server Type Preference Within a Docu-
ment

As an alternative to creating and FDF, and to avoid having to reset the server type and location for
each collaboration session, the document itself can adjust the preferences and the network location
using JavaScript. To accomplish this:

Select Tools > JavaScript > Document JavaScripts, create aname for your script, click onthe Add
button, and delete the function script that Adobe has inserted.

In its place, insert code similar to the following example for Network Folder:

Col | ab. set StoreSettings ("FSFDF","/F/ Adobe/ col | ab/annots/");
Col | ab. defaul t Store = "FSFDF";

The first line associates the folder with the Network Folder server type. The second line makes Net-
wor k Folder the default server type. Note the use of a device independent path to the folder holding
the comments. For more information on independent path names, see the PDF Reference Manual
Version 1.3 (Second edition) available at http://partners.adobe.com/asn/devel oper/technotes/acro-

batpdf.html

3.0 Off-Line Commenting

3.1 Working Off-line

When an online collaboration session is not possible, or convenient, for example when someone is
traveling on a plane, comments can be made offline then uploaded to the server later. To work
offline:

1. Open the document in aweb browser.

2. Saveacopy of the document to your local hard drive by clicking on the Saves a copy of thefile iconin
the Acrobat toolbar.

Now the document is saved to your local hard drive and is available for you to comment on at any
time. Simply open the document in Acrobat and begin working. When you are finished comment-
ing, save the document locally. The document can be commented on multiple times offline as long
asit is saved locally after each “session.”

To upload your comments to the server:
1. Open your loca copy of the collaboration document in Acrobat.

2. Click on File > Upload Comments.
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Note:  When you are uploading the offline comments, you must do so from the same machine
that was used to make the offline copy. If you move the offline copy to another machine,
you can make and save comments, but the File > Upload Comments menu item will be
disabled, therefore you would need to move the copy back to the original machine to
upload the comments.

If the file has been modified, it will be saved and then the offline copy will be closed. Acrobat will
open the original PDF in the default web browser and import the comments that the current offline

user owns?, and then all other user comments are downloaded from the server and displayed in the
document. The following message will be displayed:

Adobe Acrobat E |

".ﬁi Congratulations! You have successfully uploaded comments Fram wour offline
document ko the browvser,

In the Future, to upload additional comments From your offline document
conkinue to use the Acrobat File- =Upload Comments menu ikem,

| | Do not show this message again;

Important: At this point the online repository has not been changed. The comments are simply being dis-
played. You must click on either the Upload Comments or the Upload and Download Comments button
to save the offline comments to the repository on the server.

3.2 Off-line Data Storage

When saving the collaboration document off-line, Acrobat copies all of the comments from all
users and stores them in the PDF file on the local disk. When the user resumes online comments,
only the comments authored by that user will be uploaded to the server. Acrobat stores the descrip-
tion of the relationship between the local file and the URL of the original document from which it
was saved, in the Acrobat Preferences. On Microsoft Windows, that information is stored in the
Windows Registry, and on the Apple Macintosh is stored in the Preferences folder in the System
Folder.

5 “Comments that the current offline user owns’ is defined as comments where the Author field of the comment matches the current
login identity of the Acrobat user.
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3.2.1  Automatic Upload

If after working offline, a user returns to the URL of the original document in the browser with-
out uploading the comments using File > Upload Comments, Acrobat will automatically import
the offline comments to the PDF displayed in the browser. This will happen only if the offline
document has been commented on, and if the offline document has been saved. The comments
will not be uploaded to the server, however, until the user closes the document, or clicks either
the Upload Comments or Upload and Download Comments. As with a manual upload, only
the current user’s comments will be uploaded. When Acrobat has automatically uploaded com-
ments, a dialog box will appear notifying the user.

Adobe Acrobat E |

I\ip WARMING: Automatic Upload of Comments il Mot Happen Again.

‘four Comments have been automatically uploaded From vour offline copy of this
document ko the browser, To upload wour comments From that document in the
future use the Acrobat File- =Upload Comments menu ikem,

If wou did not want vour comments uploaded, delete them and click the Upload
Comments taolbar buttan,

Acrobat will automatically upload comments to a URL only once per PDF document per user.

4.0 Troubleshooting

41 WebDAV

Problem:

Users are experiencing problems using the WebDAV online comments server. A warning dial og box
is displayed stating that the online comments server could not be contacted, and the user is unable
to surf to the site using Internet Explorer.

Possible Cause:

The Online Comments preference settings are incorrect. The user may have entered the Web-
DAV URL manually and made an error, for example: http://betal. adobe.foo: 8686/ Col -
Il ab/ when it should be http://betal. adobe. conm 8686/ Col | ab/ .
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Solution:
The user needs to set up the Online Comments preferences correctly.
Problem:

Users are experiencing problems using the WebDAV online comments server. A warning dialog box
is displayed stating that the online comments server could not be contacted, however the user is
able to use their browser to surf to the site.

Possible Cause:

Acrobat uses special HTTP commands, called DAV verbs, to communicate with the WevDAV
server, and in some cases, a proxy server may not forwardDAV verbs to the server.

Solution:

If your proxy server does not forward DAV commands, the network settings will need to be
changed to allow a direct connection to the Online Comments Server. This can be accomplished
in one of three ways:

1. The IS department could create a PAC script which directs HTTP commands for the Online
Comments Server to bypass the proxy, and then set the user’s browser to use the PAC script.

2. Edit the settings in the user’s Internet Control Panel to bypass the proxy for the Online Com-
ments Server.

3. Edit the user’s settings in the Internet Control Panel to use a direct connection to the Inter-
net.

4.2 All Repository Types

Problem:

Acrobat is unresponsive after clicking on the Upload Comments or Upload and Download Com-
ments button.

Possible Cause:
Acrobat cannot connect to the server. This could be because the server is down.
Solution:

This action will eventually time out and Acrobat will display a dialog stating that the server is
unavailable. The server connections should be checked.

Problem:

Comments are intermittent. The symptom may be that a user participates in a session commenting
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on a PDF, then tries again later and the comments are not present, however the comments are
present again on alater try.

Possible Cause:

Thisislikely an IP translation problem. Sometimes a URL can translate to different IP
addresses, depending on the configuration. For example: The lookup of the address for
ftp.irs.gov the DNS server will sometimes return 192.239.92.41 and another time may return
208.185.132.75. Since Acrobat uses the | P address to create the MD5 hash of the URL, if the IP
address is sometimes returned differently, the MD5 hash will be incorrect.

Solution:

The solution is to use the |P address when specifying the URL. Using the IRS example, for
users who want tocommentonhttp://ftp.irs.gov/pub/irs-99/f1040. pdf, it would be best
tfousehttp://192.239.92. 41/ pub/irs-99/f1040. pdf.

Problem:

Users do not see each other’'s Comments, yet they are able to Upload Comments on their own
machine successfully.

Possible Cause:

The problem may be how the users are accessing the PDF on the file server. It is common prac-
tice on Windows to open PDF filesin the browser rather than using the File>Open command in
Acrobat. The user may surf to the file server using a UNC path such as
\\fileserver\users\joesm th\foo.pdf,orthey may mount a volume such as
\\fileserver\userstok: andopenthefileusingk:\joesni th\foo.pdf.ToAcrobat’sOnline
Comments engine these are two different files because of the different file names, and the MD5
hash of each file will be different.

Solution:

For usersto effectively comment on documents that exist on file servers, all users must enter the
file name exactly the same, including capitalization. Using a web page with alink to the PDF
can best solve this problem.

Problem:
Comments do not appear to be uploaded from an offline copy.
Possible Cause:

The user has opened the offline copy in the browser instead of the Acrobat application. Offline
commenting is only possiblein the application.

Solution:

The user should upload the comments using the Upload Comments menu item.
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Problem:

All server settings are correct and the server is active, yet the user continues to receive the follow-
ing error message:

Adobe Acrobat |

};' Yaour anling comments server is currently unavailable,
£ Mo changes have been made to vour online comments,

Possible Cause:

If using either Apple Macintosh 9.0 or 9.1, the user name may be longer than the maximum of
31 characters for afile name.

Solution:

The user should shorten their user name to allow the FDF file name to conform with the maxi-
mum.

Problem:

Upload Comments button does not activate when double-clicking on an FDF that was saved by
using Comments > Export Selected in the browser.

Solution:

Make a change to one of the comments and the button will activate.

Online Comments 24



	Online Comments
	1.0 Introduction
	2.0 Configuring Your Online Comments Preferences
	2.1 Identity
	2.2 Security
	2.3 Data Structure
	2.4 Online Commenting
	2.5 The Network Folder Repository
	2.6 The Microsoft Web Discussions Repository
	2.7 The Database Repository
	2.8 The WebDAV Repository
	2.9 Using JavaScript to Set the Online Comments Server Type Preference Within a Document

	3.0 Off-Line Commenting
	3.1 Working Off-line
	3.2 Off-line Data Storage

	4.0 Troubleshooting
	4.1 WebDAV
	4.2 All Repository Types



		2001-03-01T21:12:14-0800
	Michael O'Connor




